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U.S. Army Logistics Transformation Agency

System Access Request and End User Agreement Form

This agreement is being used by the LTA to implement the guidance of AR 25-2

Mail, Fax, or e-mail to:

U.S. Army Logistics Transformation Agency

54 M Avenue, Suite 4

New Cumberland, PA 17070-5007

Fax: (717) 770-7047   e-mail LOIA​-IM@hqda.army.mil 


To be completed by requesting individual.  System Access Request Forms are valid for 1 year from date of IAM/IASO approved.
End User Name: 
Attn:      
Phone #:
(     )     -     
 FORMCHECKBOX 
 DSN
 FORMCHECKBOX 
 Commercial
Organization/Division: 
     
Fax #:
(     )     -      
 FORMCHECKBOX 
 DSN
 FORMCHECKBOX 
 Commercial
Mailing Address:
Street:       
State:     Zip Code:      
e-mail Address:
     


Requested System/


Applications:
     
Type of Access Required:
 FORMCHECKBOX 
 Firewall Port
 FORMCHECKBOX 
 RAS
 FORMCHECKBOX 
 LAN
 FORMCHECKBOX 
 MPPS
Required Platform:
 
Justification for 

System Access:





Date Access to Start:
     


Date Access to End:
     




IP Address of Workstation 

that access will be

initiated from:
N/A

To be completed by ALL Contractor Personnel User's Security Officer (SO).

Notify LTA IAM/IASO within 14 days when requester no longer requires USALTA system access.
SO e-mail Address:
     
SO Printed Name:
     
Phone #:
(     )     -     
 FORMCHECKBOX 
 DSN
 FORMCHECKBOX 
 Commercial

Requestor’s Type Clearance:
     
Date Clearance Granted:    /    /     (mm/dd/yy)
Investigation Completed by:
     
Date Completed:    /    /    (mm/dd/yy)
SO Signature:




Date:


To be completed by Contracting Officer Representative (COR).  Only required for contract personnel

Contract Number: 
     
Expiration Date:    /    /     (mm/dd/yy)



COR e-mail Address:
     
COR Printed Name:
     
Phone #:
(     )     -     
 FORMCHECKBOX 
 DSN
 FORMCHECKBOX 
 Commercial

COR Signature:





Date:


To be completed by USALTA Action Officer (AO) Division Sponsor.

Sponsor Printed Name:
     

Phone #:
(     )     -     
 FORMCHECKBOX 
 DSN
 FORMCHECKBOX 
 Commercial Sponsor Signature:





Date:

The following sections are for internal use only.  Temporary password will be e-mailed to requester.
To be completed by System Administrator (SA).

System Name:
     

Access Port:      
IP Address:
     

Database Instance:      
User Identification:
     

Temporary Password:      
SA Printed Name:
     

Phone #:
(     )     -     
 FORMCHECKBOX 
 DSN
 FORMCHECKBOX 
 Commercial

Security Impact:
     

     

     

     

     

     

     

     

     
SA Signature:





Date:





Policy

1. Remote access capability is a privilege that can be revoked if misused.

2. Processing classified or sensitive information on personally owned computers is prohibited.

3. Users will protect RA ISs and data consistent with the level of information retrieved during the session.

4. The user cannot allow any other individual access for any reason and will take all reasonable precautions to prevent unauthorized access.

5. All information accessed must be protected from any unauthorized disclosure.

6. The user must notify the LTA helpdesk if he or she becomes aware or believes that their system access has been compromised in any way (i.e. continuous account lockouts, virus infection, classified message sent\received).

7. In the event of a system compromise or initial investigation, the user may be required to bring the computer system to a LTA helpdesk, and it may be retained for an unspecified amount of time.

8. Users of non-government furnished equipment will comply with all security provisions and regulation.  The products of Army-related work are the property of the U.S. Government regardless of the ownership of the hardware or software.

9. The user is responsible for ensuring the application of IAVA updates, including returning a government issued system to a LTA helpdesk as necessary.

10. Any system used to connect either directly or remotely to the LTA network must be approved by the HQDA Designed Approval Authority (DDA).

11. Personal computers used for processing official data will comply with all security provisions of AR 25-2.  Computer owners will implement information assurance (IA) countermeasures required, specifically anti-virus and IA software and updates, or be prohibited from connecting remotely.

12. Contractor-owned and operated ISs will meet all security requirements for government owned hardware and software when operating on the LTA network or conducting official business.

By signing below, I agree to the above regulatory and policy requirements, and acknowledge that if I abuse my remote access privilege, or fail to ensure the security of the system used for remote access, that my remote access may be disabled.


Printed Name
Signature


Date

User

Agency IMO/IAM/IASO







Original:  Mar2003

Rev 1: Oct 03
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