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1.0 Introduction and Overview

This document provides the Army concept and strategy for the Common Logistics Operating Environment (CLOE). CLOE is the Army-wide approach to guide the development and application of information technology to achieve a technology-enabled Army equipped with self-diagnosing platforms interacting with a networked sustainment system to provide maximum operational availability, force deployability, mission capability, and combat power.
CLOE capabilities represent a unique blend of embedded command, control, and communications (EC3) interfaces and equipment configurations designed to integrate platform-level equipment and consumable status information with the Army’s logistics enterprise environment; therefore, it is termed an “operating environment” even though it is not in itself an information system. The CLOE operating environment extends to all equipment platforms used in the Objective Force, including ground combat, ground support, aviation, and watercraft.

CLOE describes the Army’s vision for developing a technology-enabled force equipped with self-diagnosing equipment platforms that interact with a networked sustainment infrastructure to support condition-based maintenance and accelerate implementation of Objective Force logistics processes. CLOE focuses on the Objective Force. It recognizes that the Interim Force serves as a pathfinder for Objective Force development, a strategy that allows the Army to transition to a unit-centric focus for specific units of action (UA),
 and within the units, to support units of employment (UE).


CLOE sets common data standards, specifications, and protocols necessary for an integrated platform,
 information, and C3 technologies for use in the Objective Force logistics sustainment. The CLOE defines the vision and guides the development, demonstration, and implementation of an advanced information framework for platform sustainment in a networked environment. It addresses reengineering processes and transformation of Army systems and organizations to ensure reliability, maintainability, supportability, and interoperability.

Using CLOE, tactical commanders can optimize combat resources using real-time platform-based readiness data to make deployment decisions about combat assets (fuel, ammunition, other consumables, crew status, and mission capability) in response to changing conditions in the combat zone. Mission capability data transmitted from the platforms support Course of Action (COA) evaluations in the commander’s decision support module of the UA level tactical C2 system.

In the interim and Objective Forces, 
CLOE must address Force structure constraints including
legacy and interim equipment platforms that will persist well into the future,
differences in legacy, interim, and objective force business processes, and
the need for common logistics processes to support a composite force structure.

CLOE capabilities will enable integrated combat readiness reporting for the warfighter, significantly expand logistics situational understanding, and standardize key business processes within the logistics enterprise for all platforms in a UA and its supporting UE within the Objective Force structure.
 
Required performance characteristics for the Objective Force mandate a substantial new set of sustainment capabilities for both new equipment platforms and legacy equipment platforms that will be modified to operate in the Objective Force. Platform configurations must be highly reliable, maintainable, performance-oriented, sensor-based, self-monitoring, and self-reporting. The same capabilities will universally transmit tailored information to the crew, commanders, and logisticians, which will provide a common logistics operating picture in the Command, Control, Communications, Computers, Intelligence, Surveillance and Reconnaissance (C4ISR) architecture on the battlefield. The entire information structure will conform to the Joint Technical Architecture-Army (JTA-A).
2.0 Background

Reducing the Army logistics forward footprint and increasing responsiveness is essential for the Army plan to transform itself into a force capable of rapid response with leaner sustainment and lighter deployment requirements. Future sustainment processes must be simpler, promoting more agility, more responsiveness, and flexibility to meet these sustainment requirements. A significantly reduced logistics workforce must be capable of providing highly effective support over extended distances in shorter times. Technology and innovation must be leveraged to increase readiness and operational reliability when feasible. 
Digital enterprise integration is a fundamental tenet of these performance characteristics. Key enablers must be leveraged, developed, and integrated to provide the necessary data capture at the equipment platform level to interface with the transformed end-to-end logistics system.

Organizational structures are being reengineered to reduce the forward footprint. The Army has embraced a two-level maintenance strategy of “replace forward, repair rear.” This is predicated on the ability to perform diagnostic tasks “on-system” in the field and “off-system” at the designated repair location. The strategy includes developing enablers that will apply both technological solutions and business process reengineering to sustain the new force structure of the 21st century.

The Army Deputy Chief of Staff Logistics, G-4, has designated each technological solution and business process reengineering enabler as critical for logistics transformation and part of the Army Transformation Campaign Plan, Line of Operation 9 (LO 9), Deploying and Sustaining the Force.
 Implementing these enablers will require the integration and synchronization of a number of systems and business processes from individual platforms and throughout the Army’s logistics enterprise. CLOE-enabled platforms and the ERP-based enterprise systems will provide essential capabilities needed to implement condition-based maintenance and proactive sustainment actions, essential components of the Objective Force sustainment architecture and future logistics enterprise.

3.0 Description

CLOE oversees the synchronization of technologies and capabilities that are fundamental enablers for the Army Logistics Enterprise Environment. CLOE addresses how the Army must reengineer processes to accelerate the transition to the Objective Force, including the transformation of systems and organizations.

Further, CLOE defines the vision and guides the development for the capture and on-board processing of platform-level health-management information and the interfaces for that information in the Army’s Command, Control, and Communications systems, the Logistics Enterprise Environment, and life-cycle management processes. 
Within the CLOE concept, ground-based platform-level enablers and enterprise-level business process interfaces include (but are not limited to) embedded diagnostics (ED), embedded prognostics (EP), embedded command, control, and communications (EC3) systems, interactive electronic technical manuals (IETMs), automatic identification technology (AIT) including serialized item management (SIM), tactical logistics data digitization (TLDD) initiatives, and interfaces with enterprise resource planning (ERP). The enablers also include decision support systems for automated resupply of consumables and a management tool to facilitate condition-based maintenance. The enablers will be integrated into the logistics enterprise to take advantage of related commercial developments, such as overnight express transportation and the Internet  (Army Logistics Enterprise Environment with web-based protocols). This family of enablers and their interfaces with business processes in the logistics enterprise environment are managed as an integrated set of initiatives under CLOE.

Similar capabilities are being developed for aviation programs. The Digital Aviation Logistics (DAL) initiative is designed to interface using CLOE standards with the Logistics Enterprise Environment. Additional capabilities are under development for watercraft.

Embedded health monitoring systems will be linked to embedded command, control, and communications systems to allow the platforms to self-report health status, ammo status, fuel level, crew status, status of other mission-critical consumables, and maintenance needs. Proactive battlefield maintenance and supply processes will use data from the embedded systems to provide logistics support at the right place and time, maximizing combat readiness of the forces with a minimum logistics footprint.

4.0 The Concept
CLOE is a comprehensive integrated solution to embedded command, control, and communications (C3), logistics situational awareness, data collection, and information reporting. It includes a common set of maintenance and health status reporting capabilities for designated equipment platforms, all middleware and communications infrastructure necessary to accumulate and pass data, and application software to comprise a decision support system and generate reports for potential users. CLOE will identify functional requirements for all common client server system layers, such as application, data, and presentation, illustrated in Figure 1. Specific functional requirements, interfaces, and standards will be developed with the Logistics Enterprise Environment. The Logistics Enterprise Environment and C3 systems will satisfy a large portion of functional requirements. 
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Figure 1. CLOE Operational Concept


CLOE enables a full spectrum of platform-level logistics business processes required for effective sustainment. These include but are not limited to consumable replenishment (fuel, water, ammunition), medical, maintenance, and supply. The on-board health management system will apply enterprise integration processes to continuously monitor equipment configuration and condition, and assist in repairs, replenishment, or resupply as applicable. Prognostic capabilities will allow the platform to anticipate requirements and requisition support on a “just enough” basis. The system will report status using EC3 systems to provide automated logistics situation reports (LogSitRep) as well as overall vehicle health assessments to operating commanders. Health information that is not time critical will be off-loaded using other digital means. CLOE-enabled vehicles will provide fleet-wide visibility and assessments to the UA, UE, and National levels, and allow for rapid digital transmission of changes to technical data and on-board sustainment processes.

CLOE uses a synchronized, evolutionary application of available technologies, as well as a built-in accommodation for future technologies on all equipment platforms in specified units. The technologies will enable platforms to prepare and automatically transmit timely logistics data to the tactical and enterprise-wide sustainment communities. The information helps ensure operational availability, provide relevant logistics information for management decision-making processes, and enhance unit lethality. Enabled platforms will provide integrated information to the logistics enterprise environment to support the warfighter with continuous system, fuel, and weapons and ammunition status, and crew health monitoring status with this system of integrated on-platform technologies. These capabilities present a new standard for logistics functionality that achieves significant improvements in performance and operational availability of equipment platforms, improves maintenance agility, enables lateral asset visibility, and reduces total life-cycle costs.

CLOE mandates the critical logistics functional requirements for new equipment platforms and specifies the minimum capability required for modification of legacy and Interim Force equipment platforms that will remain in a UA. It will also define interface requirements with the Army Logistics Enterprise Environment. These interfaces will enable automated responses to supply and consumable replenishment requirements, as well as facilitate adjustments to the National Maintenance Program based on fleet-wide assessments.

Within the Army Logistics Enterprise Environment, CLOE processes will standardize data formats and interfaces to provide the UAs and UEs with a common set of logistics support processes and logistics situational understanding. CLOE also will facilitate block-and-spiral implementation of required functionality allowing for focused planning of resources. Further, it will facilitate standardized information and interoperability with other services, interagency, and multinational partners to a greater extent than now possible. The concept uses a condition-based maintenance (CBM) approach that ensures that the warfighter can anticipate maintenance requirements to make informed decisions on platform health and a unit’s ability to conduct combat, while simultaneously facilitating the logistician’s ability to arm, fuel, feed, and fix UA and UE platforms. CLOE capabilities will enable the logistician to anticipate requirements for ammunition, fuel, subsistence, repair parts, and system maintenance to rapidly replenish individual platforms or the entire UA at a designated location and time. The health management capabilities will work to avoid catastrophic failures in operating equipment, leading to increased equipment availability and predictable maintenance downtime by
continuously monitoring the readiness status of the platform and reporting this information through EC3 and logistics enterprise-wide management information systems;
transmitting limited amounts of near-real-time weapons system data over a wireless communications medium to CLOE data and applications layers that interface with the Logistics Enterprise Environment (enterprise resource planning applications), and the command and control environment receiving network nodes;
determining current and projected mission capability of platforms and units;
including diagnostic reasoners, built-in test equipment, and test controllers that can isolate faults to a single circuit card assembly (CCA), line replaceable unit (LRU) or line replaceable module (LRM);
predicting remaining useful life of a component, and issuing an alert before a required maintenance action;
accomplishing maintenance actions assisted by embedded, truly interactive IETMs. If maintenance is required, the embedded IETM identifies the required maintenance procedure, special tools, and associated repair parts; and enables mechanics/supervisors to simultaneously requisition parts and schedule the repair;
providing data on usage of consumables, operating history, maintenance history; and
identifying software and hardware configurations.

5.0 CLOE Strategy
The CLOE strategy is to develop a common path for the Army at the platform-level for incremental achievement. The strategy will define required functionality, identify and prioritize target equipment and systems, and justify resources for program managers for these platforms and systems. The resources must include the analytical and management capability necessary to support condition-based maintenance. The implementation strategy is based on four broad tenets:

All new equipment platforms will be acquired with EC3, ED/EP and health monitoring systems, IETM, TLDD, and AIT/SIM technologies.

Selective technology insertions will incrementally upgrade fielded systems and retrofit successive variants as they are fielded.

All equipment platforms within a UA or UE will be enabled to a common level of capability.
The Logistics Enterprise Environment will drive standardized information and communication protocols to receive, assess, and react to health monitoring information at all levels.

CLOE management will draft policy and TRADOC will develop doctrine to require that all new equipment platforms will have a specified minimum level of ED/EP and health monitoring systems, IETM, TLDD, and AIT technologies. This process will include the identification of new science and technology requirements to fully implement these capabilities.

CLOE must integrate these capabilities. To do so, the initial CLOE strategy identifies nine critical platforms for implementation. These nine platforms are either currently in the Stryker Brigade or will be key aviation assets that support the Stryker Brigade. They include the Stryker family of vehicles, Heavy Expanded Mobility Tactical Truck (HEMTT), Family of Medium Tactical Vehicles (FMTV), High Mobility Multipurpose Wheeled Vehicle (HMMWV), M198 Howitzer, Kiowa Warrior, Apache, Chinook, and Blackhawk, as shown in Figure 2. In addition to these nine vehicle families, TRADOC will conduct a functional assessment of the full Table of Organization and Equipment (TOE) to determine what other legacy equipment should be enabled.

The Stryker Brigade is a pathfinder for the application of CLOE. It will directly influence future combat systems (FCS) design. CLOE also will use technology demonstrations and unit-sized operational experiments for risk mitigation and refinement of the business case for full Army-wide implementation.

Figure 2. Initial Key Platforms of CLOE Strategy
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As production proceeds for the FCS and Stryker production is completed, the implementation focus will transition to FCS. CLOE will be matured further with each fielding stage for these UAs to refine the sustainment tactics, techniques, and procedures necessary to ensure success in the Objective Force. The CLOE implementation strategy will leverage existing enablers and assets for near-term application to reduce delay and cost. Follow-on developments will be addressed incrementally, including prognostic capabilities later in the decade.

The CLOE strategy must be flexible to accommodate two kinds of related developments. The first is the ongoing march of technologies from public and private sectors. For example, wireless communication technology as well as portable and embedded computing capabilities will be substantially different and more capable by the end of the decade. These innovations will be incorporated into the logistics enterprise and CLOE/Objective Force sustainment architectures.

The second kind of related development concerns the equipment itself. Design and production efforts are already underway for both the Stryker vehicle and early variants of FCS, and these efforts will proceed concurrently over the decade. CLOE strategy development cannot delay equipment production schedules; instead, CLOE must accommodate schedules in its planning through careful coordination and an incremental approach to development.

This strategy will deliver both an integrated logistics enterprise and a UA/UE organization with full capability for all equipment. It will incorporate existing off-system diagnostics (e.g., oil analysis) in the UE. It allows block implementation of required infrastructure, provides focused resourcing strategy, and remains consistent with Army transformation strategy. To implement the CLOE strategy, TRADOC will refine the operational concepts and capabilities outlined in this paper, document these requirements in appropriate system operational requirement documents (ORDs), and identify these requirements for program executive officers (PEOs) and program managers (PMs) to develop a plan to provide the capabilities for their platforms.

The strategy will require CLOE applications standardization for data exchange protocols that include data schema, formats, and interfaces developed from the platform to a gateway that links to the Logistics Enterprise environment. The selection and application of standards, specifications, and protocols for these processes are fundamental roles for CLOE, including the designation of commercial standards when feasible. To illustrate how the incremental CLOE process will work, consider the list of systems and platforms illustrated in Figure 3. Each of the systems and platforms has an established development cycle, including scheduled block upgrades extending over the equipment life. CLOE would incorporate advances in sustainment processes concurrent with these block changes, leading toward the Objective Force sustainment architecture during the decade.
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Figure 3. Incremental Approach to CLOE Strategy


The strategy provides PMs with a stair-step approach to applying the enabling technologies consistent with transformation objectives and their individual platform requirements. The strategy facilitates development of the new doctrine; tactics, techniques, and procedures (TTPs); and business processes that can be expanded with each brigade fielded. It also provides the Army with necessary data and lessons learned to refine business processes and technologies on the way to developing and fielding the Objective Force.

The CLOE implementation strategy will proceed in six major steps, which may occur concurrently:

· Prove selected enablers to work with a demonstration on Stryker Brigade vehicles.
· Scale up the capability to a full brigade-level experiment.
· Expand CLOE applications on the later Stryker Brigade fieldings.
· Emphasize total life-cycle system management by PM.
· Selectively modify other fielded platforms.
· Influence FCS builds.

6.0 CLOE Organization

The CLOE is the collective responsibility of the Army’s lead logistics organizations: Army Materiel Command as the Logistics Enterprise integrator; Army Acquisition Executive (AAE) as the program implementer; Army G4 as the HQDA logistics functional proponent; and TRADOC as Army operational architect. In addition to the lead logistics organizations, other organizations participate in management of the CLOE process.

The Logistics Enterprise integrator will develop and select standards, specifications, and protocols for the required CLOE capabilities to be applied on all UA platforms. The AAE will designate the PEO enterprise integration systems (EIS) to lead CLOE implementation. The AAE will also direct platform PMs to comply with PEO EIS instructions to enable their platforms as applicable. PM FCS will define Objective Force CLOE capabilities. PM Brigade Combat Team (BCT) will define Interim Force CLOE capabilities and their eventual migration to Objective Force configurations. Aviation and watercraft programs will follow suit.

PEO EIS will apply horizontal technology integration (HTI) principles to execute the CLOE strategy across the acquisition organization. PEO EIS will oversee the technical implementation of the Logistics Enterprise standards and protocols to link the platform-level data capture, communications linkages, and interfaces to the ERP. PEO EIS will be empowered by the AAE with oversight mechanisms that will monitor compliance and resolve deviations for all affected organizations.

Each affected PM will develop a methodology to enable the functionality described in the concept for the PM’s respective platform or system. PMs will provide their plans to PEO EIS to ensure that the application of technology is consistent and supports the CLOE implementation strategy. The Logistics Transformation (LT) Working Group will track progress using corporate metrics defined and available for view to senior Army leadership using the strategic readiness system (SRS). Oversight for CLOE implementation will be the responsibility of the LT board of directors.
7.0 Roles and Responsibilities for CLOE Implementation

Following is a list of roles and responsibilities for development and implementation of the CLOE:

Assistant Secretary of the Army (Acquisition, Logistics and Technology)—The Army systems architect—Responsible for the execution of all acquisition programs incorporating CLOE technologies. Ensures all platform and equipment developers produce data in the common format provided by AMC that can be accepted readily into the enterprise-wide logistics systems.

U.S. Army Training and Doctrine Command and TRADOC elements—The Army operational architect—Responsible for formulating the requirements for CLOE capabilities and providing review and inclusion of CLOE requirements in appropriate ORDs. Develops and executes associated doctrinal, training, and force structure changes to support CLOE implementation.
U.S. Army Materiel Command— The Army lead for logistics functional integration and implementation of the Army’s Logistics Enterprise.  Overall lead for addressing and validating information requirements.  Manages the Army National Maintenance program and sets standards and processes for platform embedded diagnostics and prognostics.  Serves as the proponent for functional requirements for Army logistic automation and military standards and specifications. 


Deputy Chief of Staff for Operations and Plans, G-3—Responsible for providing combat, combat support, and combat service support oversight and input and for validating requirements recommendations and approval. Ensures that CLOE capabilities are captured in appropriate operational requirements documentation.

Deputy Chief of Staff for Logistics, G-4—Responsible for defining the Army’s logistics goals and policy and identifying the logistics business processes necessary to meet the needs of the Objective Force. Develops Army policy concerning common data standards, specifications, and protocols used in logistics business processes; and provides resources for the development, distribution, and sustainment of military standards that define these common data standards, specifications, and protocols.

Office of the Chief Information Officer, G-6—The Army technical architect—Overall lead for addressing communications requirements for embedded diagnostics, prognostics, and embedded Command, Control, and Communications (EC3) business processes. Responsible for formulating a plan that will move critical system information into the existing tactical architecture and developing the requirements and architecture that will enable the enterprise-wide architecture to provide near-real-time reporting of logistics information. The CIO, G6, in conjunction with the signal command, builds and maintains the infrastructure that handles the environment for receiving and processing weapon systems information.

Deputy Chief of Staff for Programs, G-8—Responsible for programming funding for validated Army requirements. Ensures that the Army funds only CLOE-related programs that support the standard architecture.

Program Executive Officer Enterprise Integration Systems—Applies horizontal technology integration (HTI) principles to execute the CLOE strategy across the acquisition organization. Establishes, manages, and acquires CLOE capabilities. PEO EIS will be empowered by the AAE with oversight mechanisms that will monitor compliance and resolve deviations for all affected organizations.

Platform-related PEOs and PMs—Responsible for determining the best technical approach to implement common logistics capability requirements and the data standards, specifications, and protocols that all UA platforms must have as defined by TRADOC and AMC in their role as enterprise integrator.

U.S. Army Combined Arms Support Command—Lead for developing field Army logistics functional requirements and addressing embedded diagnostics and prognostics; CLOE decision support system requirements; and the field logistics operational architecture (in conjunction with AMC), including related business processes that support the CLOE. Lead agent that develops tactical data requirements and business rules for the tactical logistics enterprise in support of functional proponents.

U.S. Army Logistics Integration Agency—Responsible for experimentation, experiment design, experiment metrics, and validation of the overall CLOE concept and development of a framework for CLOE-related cost-benefit analyses. Monitors and enforces equipment platform systems integration and development of CLOE platform modernization plan. Coordinates funding requirements at the HQDA level to ensure overall modernization continues in support of the objectives of the Logistics Transformation board of directors . Sponsors technical interchanges, focused working groups, and other collaborative approaches that will help synchronize technical requirements on behalf of the G-4.
Program Manager, Future Combat Systems—Defines Objective Force CLOE capabilities.

Program Manager Brigade Combat Team—Defines Interim Force CLOE capabilities and their eventual migration to Objective Force configurations. Aviation and watercraft programs will develop complementary capabilities that conform to CLOE standards and processes.
Program Manager Test, Measurement and Diagnostics Equipment—Responsible for acquiring “on/at-system” and “off-system” test, measurement, and diagnostic equipment, and for maintaining and distributing calibration standards.

Appendix: Descriptions of Major CLOE Components

Automatic Identification Technology (AIT). A suite of technologies that enables the automatic capture and electronic transmission of asset identification information as source data, thereby enhancing the ability to identify, track, document, and control materiel, maintenance processes, equipment, cargo, personnel, and deploying forces. Includes serialized item management (SIM) as a subset.

Interactive Electronic Technical Manual (IETM). Screen-based, electronic technical manuals that provide user interfaces to the equipment and databases that manage user or equipment information, parts, operational states or performance through hardware and software. Functional capabilities may include: diagnostic and predictive maintenance tools used to operate, service, troubleshoot, isolate faults and identify the scheduled and unscheduled maintenance processes to repair weapon systems and other support equipment.

Tactical Logistics Data Digitization (TLDD). Provides Army equipment operators and mechanics with rapid digital access to technical data on the battlefield, at the motor pool, and at the schoolhouse. TLDD reduces paper consumption and operator/mechanic ordering errors; and ensures delivery of the right parts. It provides integrated parts selection (IPS) capability to operators and maintainers.

Embedded Command, Control, and Communications (EC3). The suite of embedded command, control, and communications capabilities on Objective Force platforms that transmit time-critical health management information from CLOE systems to the UA, UE and logistics enterprise.

Embedded Diagnostics and Prognostics (ED/EP).
Embedded diagnostics. A capability that accomplishes self-diagnosis using on-board resources as an integrated system (i.e., sensors, analytical software, and embedded devices). Collects, correlates, and synthesizes systems performance data to provide a system-level health  assessment using on-board processing of existing present condition. Enables conditioned-based maintenance (CBM), prognosis, and anticipatory logistics, and capable of interfacing with the future Army logistics system (maintenance module), sharing information with other information users, identifying imminent or existing failures and condition-based services, and providing actionable logistics support direction.

Embedded prognostics. Capabilities that are a further refinement of embedded diagnostics. Provides data to support CBM, failure prediction, and anticipatory logistics enabled by the use of appropriate software algorithms. Prognostic capabilities identify impending failures before failure and provide appropriate actionable logistics support direction. Combined with ED, EP provides the ED/EP system for collecting, correlating, and synthesizing performance data to provide weapon system level and other platform health assessments.

Serialized item management. Marking of items in select item populations with a universally unique identification number to enable the generation, collection, and analysis of maintenance data about each specific item. A subset of automatic identification technology.

Enterprise interfaces. Common data standards, specifications, and protocols to enable the transfer of information from equipment platforms into the Logistics Enterprise Environment. Includes electronic transmission media by radio, digital storage disks, physical synchronization of databases from mobile engines, and any other transmission means. Also includes unique functionality required to sustain platform-level business processes that may not be supported by standard software applications in the enterprise environment.



















� Unit of action in this context refers to any level of unit of action.


� Platforms include the individual soldier, ; weapon systems, ; ground, sea and air vehicles; and supporting equipment.


� The Objective ForceObjective Force, First Draft 14 October 2002.


� Department of the Army, U.S. Army Transformation Campaign Plan, 10 April 2001.
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